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Dave Wasson is the Professional and Cyber Liability Practice Leader at Hays Companies.  He 
specializes in identifying and assessing cyber insurance exposures and provides solutions to 
help Hays’ clients effectively mitigate their risk. Wasson brings significant experience to the Hays 
team as he has managed the Technology and Privacy practice in the Midwest region for Hiscox 
USA, a Syndicate of Lloyd’s of London.  During his time, Wasson also successfully designed, 
implemented and managed their small and middle-market Cyber Liability program. In addition, 
Wasson served as an Underwriter in the Management and Professional Division of Philadelphia 
Insurance Companies where he underwrote multiple product lines, including Cyber Liability, 
Professional Liability, and Management Liability. Dave holds a B.S. in Business Administration 
with a concentration in Finance from Saint Louis University and frequently speaks at cyber 
security conferences and seminars across the country.

Brian Isle is a senior fellow at Adventium Labs and a senior fellow at University of Minnesota 
Technology Leadership Institute. He is co-founder and former CEO of Adventium. He also 
teaches courses at TLI in information assurance and risk assessment. He supported the multiyear 
U.S. Department of Energy-funded NESCOR program to improve the cybersecurity readiness of 
the next-generation power grid. He held roles on several security-related research programs, 
including a U.S. Department of Defense program focused on vulnerability assessment for force 
protection and a Department of Homeland Security program to apply advanced cyber protection 
technology to control systems for critical infrastructure. Isle is on a number of boards, including 
the Minnesota chapter of the FBI-sponsored InfraGard.
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Molly Eichten is an attorney in Larkin Hoffman’s intellectual property, technology and Internet 
department. Because she worked in the IT field prior to law school, she has substantial real-
world experience solving technology issues and managing complex implementations of 
enterprise-wide software applications and corporate infrastructure projects. As an attorney, 
she has represented clients in negotiating complex IT technology agreements for credit card 
tokenization, co-location, hosting and network services, all of which included significant 
cybersecurity considerations. She has experience drafting website terms of use, privacy and 
Digital Millennium Copyright Act policies. Some of her representative IT matters include drafting 
and negotiating agreements for a national online retailer in its acquisition and transition to a 
different co-location and network services provider, and representing a nationally recognized 
hospital in its acquisition of hardware and software for technology-integrated operating rooms.

Chris Jeffrey is a partner and Midwest leader of the risk and internal audit consulting group at 
Baker Tilly. He is part of a practice that provides industry-specialized services to organizations 
within the manufacturing, higher education, public sector, real estate, government contracting, 
financial services, professional services, and energy and utilities industries. His areas of 
experience include internal audit, risk assessment, financial and operational risk management, 
Sarbanes-Oxley compliance, fraud investigation, technology risk consulting, and organizational 
governance. He is the lead client service partner on numerous engagements and specializes 
in complex global organizations. He has published several articles and has spoken numerous 
times on the topics of internal audit, internal controls and compliance.
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Eichten: Let’s start with discussing the 
most common types of fraud schemes 
and how these schemes are being 
perpetrated within the world of the 
cybercriminal.

Jeffrey: One of the most common fraud 
schemes that we see is anything where the 
company actually cuts a check. This can 
happen in areas like payroll and accounts 
payable. Related to cybersecurity, one 
of the schemes that we’ve been hearing 
about are incidents similar to a “phishing” 
scheme where someone is reaching out to 
an executive and asking for a fake payment 
to be made. 

Wasson: We have seen a significant 
number of phishing schemes. A major 
cause often relates back to an organiza-
tion’s inter nal controls that are periph-

eral to cyber security. For example, an 
organization would ideally stop a phish-
ing email before it comes in.  But if it does 
get through, an employee may simply not 
notice small changes in the email address  
and it may fool them into acting at the 
senders direction. In a situation like this, 
callback procedures to verify the identi-
ty of the sender behind the email com-
munication could have easily stopped the 
scheme. 

Isle: The Verizon Breach Report did a 
targeted selection of phishing emails and 
they found that 23 percent of the peo-
ple opened them, and of those, 11 per-
cent clicked on the attachments. The first 
response was within 22 seconds. 

Jeffrey: We’ve also seen that executives 
are not immune from opening phishing 

emails. In some cases, they’re more apt to 
open them than other levels within the 
company. 

Wasson: Yes, in some instances you 
might have a controller that requests an 
order to transfer money and nobody wants 
to question the chief financial officer. They 
will see that email come in and send the 
money, because they think it is coming 
from the chief financial officer.

Isle: But it turns out the email isn’t from 
the CFO. It’s really easy to fake an email 
from somebody. The bad guys get the cre-
dentials and pretend to be someone else.  

Jeffrey: In these cases, the hackers are 
simply monitoring email traffic and look-
ing at everything to get a sense of how the 
CFO, or another executive, might commu-
nicate with employees, so they can dupli-

cate an executive’s request.  
Isle: What I advise is that you should 

assume that every email you send is being 
looked at by multiple people. Every text, 
every attachment, is being watched. If 
you send a contract to your favorite cli-
ent over email, assume that seven other 
people have read it. And some of them are 
looking to steal money from you.  

Eichten: What are the most common 
ways that fraud schemes are uncovered?

Jeffrey: The Association of Certified 
Fraud Examiners, which is the primary 
industry association around fraud preven-
tion and detection, reports that employ-
ee tips are the most common way fraud 
is detected. Their most recent Report to 
the Nations in 2014 found that of all the 
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The Minneapolis/St. Paul Business Journal held a panel discussion recently, fea-
turing three expert panelists to explore topics about fraud and cybersecurity. 

Panelists included Dave Wasson, cyber liability practice leader at Hays Com-
panies; Chris Jeffrey, partner of risk advisory services at Baker Tilly; and Brian 

Isle, senior fellow, Technological Leadership Institute at the University of Minnesota. 
Molly Eichten, a shareholder at Larkin Hoffman, served as moderator.
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fraud schemes that were reported on, 42 
percent were uncovered through employ-
ee tips. The second most common way 
that fraud was uncovered was through 
management review (16 percent) and the 
third was via internal audit (14 percent). I 
think those are important statistics when 
it comes to cybersecurity, given the need 
to train employees. It’s important to teach 
people what to do in the event of a phish-
ing attack. Another important point is that 
companies should have a fraud or ethics 
hotline in place. As a best practice, these 
hotline numbers should be available not 
only to employees, but also to customers 
and vendors. 

Wasson: Even before you get to the fraud 
hotline, we see more and more companies 
looking to underwrite their controls and 
practices.  

Isle: Just because we have noncyber 
people here, please describe what we 
mean by “controls.”

Wasson: Depends on the situation. 
One of the major issues is how companies 
protect their data, particularly on mobile 
devices like cell phones and laptops. If 
an employee has a laptop and is traveling 
with it, the company should make sure the 
data is encrypted or utilize data-loss pre-
vention software.

Jeffrey: And everybody forgets that a 
laptop is still a mobile device. 

Wasson: Right, and it can be a ticking 
time bomb of data. Laptops have lots of 
stor age, and people have poor controls. 
For instance, they stick them in over-
heads, or leave them at the table at a cof-
fee shop. But the oth er issue is updating 
patches. Sometimes you are in the mid-

dle of something and you do not want to 
restart your comput er right then. But it’s 
important that you get those updated. Also 
important is role-based access control, so 
not everyone can see everything. That is a 
way to stop inter nal fraud. You just want 
to have a system of checks and balances.

Isle: So, control could be any means or 
method of preventing unwanted exfiltra-
tion of physical assets or information. For 
IT folks, a control is something they can 
implement to measure the security status 
of a certain asset, like a server or network. 
All of these controls are important.

Wasson: We are starting to see more 
companies focus on that for employee 
training. They might have monthly or just 
randomly selected training for employees, 
because they realize they purchase more 
security and money only goes so far, and 
you only get a certain level of security. 
From that point, the only way to increase 
security is to train people to recognize 
threats.

Isle: The leading organizations in IT 
build security into the culture of the orga-
nization. When they have a staff meeting, 
they talk about where they’re at in terms 
of cyberattacks. The people who get it have 
security at the top of their minds. They 
know they’ll get attacked, they accept 
that, so they think about how they’ll 
respond. The really advanced companies 
have moved to that point. Not only have 
they increased the prevention part, but the 
reaction part is much stronger. 

Eichten: We’ve been talking about 
companies and fraud schemes, but are 
there certain steps that individuals can 
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From left: Dave Wasson, Hays Companies; 
Molly Eichten, Larkin Hoffman; Brian 
Isle, University of Minnesota Technology 
Leadership Institute; Chris Jeffrey, Baker Tilly
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take to reduce the risk of fraud? 
Jeffrey: For an individual, I think it’s 

just about using some common sense. I 
wouldn’t go into my bank account on my 
mobile device, for example. I would save 
that for my home computer, where I know 
I have more controls. I wouldn’t use a net-
work I don’t know. I’m always amazed at 
the number of people I see on a plane 
checking their bank accounts using the 
in-flight connection.

Isle: In terms of other actions for indi-
viduals, if you haven’t changed your home 
wireless router in the past five years, stop 
on the way home and get a new rout-
er and configure it with best encryption. 
Because if it’s over  five years old, the oper-
ating system is most likely vulnerable and 
unpatched. Second, I personally never do 
any financial transactions on a mobile 
device because I assume that 100 per-
cent of the activity on the phone is being 
watched. Use your desktop, make sure it’s 
patched, keep your patches up to date, 
make sure you’re running modern anti-
virus and spam filter. Also, keep yourself 
informed about phishing schemes. If you 
get an email that starts out with someone 
in Syria who has $10 million to get out of 
the country, just delete it.

Wasson: I am not so much against 
mobile banking because if you look at any 
major credit card brand, they put your lia-
bility at zero. There’s less recovery if using 
a debit card, though. I travel a lot, and I get 
a new credit card every six to nine months. 
I’ll watch my transactions and many times 
what you’ll see is that someone will put 
through a transaction for a dime. Just to 
see if you flag it. And if you don’t, crimi-
nals will swing for the fences.

Jeffrey: That brings up a good point. 
I check all my accounts, every day. That 
includes brokerage, credit cards, and bank 
accounts. I look through the transactions 
very carefully. And I’m looking for those 
really small transactions. 

Wasson: Exactly. If you know your bal-
ance, you might not notice 15 cents being 
gone, but you’ll see it on the transactions. 
You can’t let yourself be entirely hobbled 
by anxiety about security threats, though. 
You just need to know how to address 
them if they do happen, because, most 
likely, it will happen to you at some point. 

Eichten: One thing we’ve been hearing 
about more lately is attacks on health 
care organizations and insurance 
companies. What do criminals do with 
health records?

Wasson: Very often we’ll see that some-
one will take a large amount of records, 
batch them up and sell them. That might 
result in health care fraud. A criminal 
doesn’t have health insurance, but they 
commit identity theft and go get prescrip-
tions or treatment. It’s the same as using 
a credit card and pretending to be that 
person. 

Jeffrey: They can also use all the other 
information in those records, in a variety 
of ways. Those records have Social Securi-
ty numbers, addresses, names — and that’s 
all usable.

Isle: If I have that information, I can 
use it to get a bank loan or pull new credit 
cards. I can defraud insurance companies. 
There are all kinds of ways to monetize that 
information. The big change over the past 
five years is that criminals have really fig-
ured out how to monetize the theft of sto-
len information. There’s been a big jump 
in sophistication. One aspect to keep in 
mind is that for 99.9 percent of the 2014 
breaches, the bad guys exploited known 
vulnerabilities that have had patches avail-
able for more than a year. They’re using 
vulnerabilities that everybody knows 
about. If you have your system up-to-date, 
it will slow them down. At this point we 
don’t know how good the bad guys real-
ly are, but a well-maintained system will 
definitely make it harder for them.  

Eichten: What are the biggest 
misconceptions when it comes to fraud 
and cybersecurity? 

Wasson: A lot of companies believe 
they will be indemnified. We get a lot of 
companies that say, “So-and-so is going 
to indemnify us.” But they don’t look at 
whether the company has the money to do 
it. We see a lot of times that the insurance 
requirements in the contract don’t make 
sense. We might see that whoever wrote 
the contract took all the technology terms 
they know, put them into a contract, and 
said we want $10 million for this. So, we’ve 
been working with companies because I 

don’t have great confidence that when it 
comes down to it, they’ll get indemnity. 
Many of these contracts have incredible 
limitations on liability, and you’re prob-
ably not going to get much more than fees 
paid for the past 90 days. 

Jeffrey: At the end of the day, it’s still a 
good idea that you’re putting those agree-
ments into place with third-party provid-
ers. You’ve got to understand what kind of 
security they have in place, if you’re trans-
mitting your data to them. 

Wasson: I agree. We tell our clients to 
get the best requirements in place and 
obtain proper insurance coverage, but it 
is important to understand it is still your 
data and you are ultimately responsi ble for 
its safekeeping.

Eichten: That brings up a good point 
about providers. In the old days, 
companies had all their servers on 
site, but now they have off-site service 
providers. What does that shift mean for 
cybersecurity?  

Jeffrey: I feel better if my clients use a 
data center to house their servers and/or 
data as opposed to an on-site data center, 
or even a closet. Third-party data centers 
typically have strong security measures in 
place.  

Isle: The data centers and cloud pro-
viders are staffed by professionals who 
know how to do security. But that said, 
they need to know your security require-
ments. You need to write a contract with 
your cloud provider that spells out your 
security requirements. For example, you 
might have geographical limitations of 
where the service provider can physically 
store the information. If I’m in an EAR- or 
ITAR-regulated industry, my data has to be 
in the U.S., it can’t be moved to Taiwan. 
Without that stipulation in the contract, 
they can store the data anywhere in the 
world that they have excess server space. 

Wasson: Alternatively, you might be 
dealing with the European Union, where 
they don’t think the U.S. is very secure, 
so they don’t let data be repatriated back 
here. 

Jeffrey: That’s why it’s important that 
you’re working with your data center ser-
vice provider to ensure that they under-
stand your needs. 

Eichten: In wrapping this up, can you 
all provide some closing thoughts so we 
can sleep at night?

Isle: The good news is this isn’t rocket 
science. Studies show that the majority of 
the exploits are leveraging known vulner-
abilities. Basically, we are not closing the 
door to keep the bad guys out. We are not 
being diligent about security. No amount 
of technology will make up for the lack 
of organizational security policy, proce-
dures that build organizational resiliency 
and training. The training must be from 
the CEO to the janitor. The training brings 
the whole organization together around 
the policies and procedures. You need to 
create a security environment that mea-
sures and learns from how your security is 
working. That’s the only way an organiza-
tion can make meaningful changes related 
to cybersecurity.

Jeffrey: You know that fraud and data 
breaches happen. You can’t think that your 
company is not a target, because that is not 
true. It’s important to know and under-
stand your risks, so you can put the right 
controls in place. Things like proper train-
ing, appropriate procedures and monitor-
ing will help. It’s all about the three-legged 
stool of people, processes and technology. 
Using those tools appropriately can help 
prevent fraud and cyberattacks.  

Wasson: A lot of companies are tak-
ing the stance that compliance is securi-
ty, but that’s a bit of a faulty idea. We see 
companies say, “We’re compliant with X,” 
and then they stop. But at the end of the 
day, no one will care about protecting your 
business the way you are, and you have to 
go above compliance to secure your data 
and your people. Unless companies are 
going above and beyond, they’re going to 
find themselves in a very hot situation. To 
echo previous comments, your greatest 
vulnerability will be your people. Tech-
nology will perform as it’s told, but peo-
ple don’t work that way. So, you have to 
focus on how to prevent events by training 
and communicating with your employees. 
And finally, remember that security is an 
ongoing process that you have to continu-
ously monitor.
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“Security is an ongoing process that 
you have to continuously monitor.”

- Dave Wasson, Hays Companies


